■ 09/646589 
fJ-S> ^^^MA^finO 1 9 SEP 2000. 




^ ^^^^^^ ^^^y,^ 
^ The present invention relates to a data processing ^^ ^^p^^aa4n^ 
^ aitfib^Qrt a piPOC K ?g:s4ng mr^ hrfnfi u,_, japct-oia^ ^ applied to such as an IRD 
(integrated receiver decoder) for the DVB (digital video 
broadcast) . 



M 
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,ji€ a?g€of?ore , iir~^£h±p-^typg^ of digital broadcasting system, 
after the video data and audio data of plural channels are 
compression-coded :te^. usingyt;the MPEG2 (moving picture experts, group 
phase 2) ^,^:^^5^^tefe=ax€t packetized per the predetermined unit 
(such as/, 184 |byte]jf (hereinafter, the resultant packets are 
referred to as TS (transport stream) packets) and multiplexed, to 
form a transport stream whiLch is then transmitted via terrestrial 
wave, satellite wave or cable as the digital broadcasting signal. 

In such digital broadcasting system, a receiving apparatus 
extracts TS packets corresponding to a desired channel from among 
the TS packets contained in the transport stream received as a 
^digital broadcasting signal, and decodes them^to the video data 
and audio data in the original signal format according to the 
reverse procedure to the compression processing. 
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In recent years , such a receiving apparatus has jpA^g&Sc. 
A ^^Mit^ ^^i^^^ -'i^erTc&Si^^^ digital ^s^^ ^Xb^ch output terminals ror 

^ external connection^ (hereinafter referred to as digital output 
terminal) . This allows audio data obtained by the aforementioned 
decoding, after being converted into a predetermined format, to be 
^ output to an external apparatus via aij^ptical digital audio 
output terminal e#-s=^&Be-=(^H=be3^narfeiet^a^^ 
^^^S^a=£^^^^ or to be output to an external apparatus via a high- 
^ speed serial interf ae^^sa^Mre d gBE p - ^i t^^ ^ir^^jbe^^^ 

^ . fii f>rtjTrigniGs--enm^^ 1394, or allows the transport stream before 

decoding itself to be output to an external apparatus. 

Since degradation in image quality and sound quality does 

not occur in such ^^^^^^^^^^^^J^^^ ^rtf^^^ data, a digital 
recording apparatus can unlimited ntmiber of times without 

degradation in quality. 

Therefore, in general , by transmitting video data and audio 
data after adding predetermined copy control data (CCI : copy 

iy control information) at the transmitting end, cop^ is restricted 
based on the copy control data at the digital receiving end, and 

/v^thus, unlawful ^^^i^^^^F^^fe^^gga^ffi gj^^ uu p y Li^l i . k can be prevented. 
According to the SCMS (serial copy management system) 
adopted in the lEC 958^, this copy control data has three types of 
information: "never copy", "copy once", and "copy free". More 
specifically, "never copy" ^^ ^ ^ s^^&g ^g^feat ^h^ji^aQgff^ is not allowed, 
"copy once" ■go pttre€S S£rf:s^===fel^^y copy is allowed oj^ y^one Q (after copy 
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_x>B^i€T°'^fefe ^^ i ffQginata : Q it> shifts to "never copy") , and "free copy" 
^ £^^! ^n t a X^A!!^ n allowed^nlimited ntunber of times. In the 
aforementioned digital broadcasting system, such copy control data 
is added to each program ^ fid'-ls zrte gansmltti^^^ unj^^ jtf^jr 
,i^^^i^^=3:a^§g QM ly 1 i ly L44i=^— eopy i: i ght , 
f4-^ However, .g nT:Tii n .;i. rt ii ^ji i fi ' i j thn^- digital broadcasting signal with 

copy control data^'^copy once" is received by the aforementioned 
'^^^-eceiving apparatus/th aving ^U J.a l d igital out - pjiit torm^ttol^ -aR^ 




^ /T, ^iL&yrded in a^d jug^al-^^'ge e o ^ Jintj appara'faus , the digital signal is 

digital output terminals at the ^' 
f. cor>v is allowed oal^ y - O T ^nri" , plnr^a O,— ^ 
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/\ output from fetmri i p ^pefi^al digital output terminals at the Scune time. 
^ Therefore, even if^^copy is allowed ^Qal= y - O T >rir^ ^ , plaira J . copiec a r e- 
made by connecting each digital output terminal to a digital 
recording apparatus . 

In addition, in practice, it. has been quite difficult for 
the receiving apparatus equipped with plural digital output 
terminals to use new application that limits the number of copies 
such as pay-per -download. 

^ ^ ^^drrrDl o sure- "of the Invention^^^^^^^^^^^^^^^^^ 
^ The present invention ^toa^^^be ori—idosTie- CQno i gjtjjL-l^ig L liG cfe^?gpg='^ 

A/ i ^±lfE "' l^d r- jrS-i^^ a data processing apparatus and data 

processing method cs^asb^b-a^^o^f^eo^rd^^^^a^r^ oon faocsar vK^fr^^tfgc fc 

ro obvi ^t ®rrsgggh= 3-p3?ol:il ^ iL^^ present inven^Hlonr, ^S^' 

.px^o^F^^rrpis^^^r output terminals for transmitting digital data to 

\ 
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which the predetermined control data to be supplied is attached, 
and a control means for controlling the output of each output 
terminal so as to output digital data via only one specified 
output terminal out of the plural output terminals according to 
the contents of copy restriction based on the control data. 

^ As a r^«=i^i ^- , jy^Hi JCL- H nt-..- ^ ^ n<=»<q<>ty5:ri-ng =:z tpp a ^ ^ when the 

copy restriction exists in the control data, the digital data can 
be prevented from being output via the plural output terminals. 

Furthermore, according to the present invention, in the case 
of outputting digital data to which the predetermined control data 
to be supplied is attached via^ pI u JL al Tyat: t & 4r.-- ^;^^^g E^^ each output 
^ ...siyis^^iv is controlled according to the contents of copy restriction 
in the control data, so as to output the digital data via only one 

jj^ output Usfistesft- out of the %gaj4jg5ta=ott tpu t oyot@ ftig>. 



As a result, according to this data processing method, when 
the copy restriction exists in the control data, digital data can 
be prevented from being output via the plural output systems. 

Brief Description of the Drawings 

Fig. 1 is a schematic diagram showing the construction of a 
digital broadcasting system according to the embodiment of the 
present invention. 

Fig. 2 is a block diagram showing the construction of a 
receiving apparatus according to the embodiment of the present 
invention . 
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i4 tlio Invention 

With reference to the accompanying figures one embodiment of 
>4- the present invention will be described. Itefe e—tJiat ^ th ei following 
/I^ description is made using an EMD (electric music distribution)^ 
A ^adopt;j>j&CT the digital broadcasting g y stem ond^t b harg - invention is 
applicable not only to the EMD but also to movie distribution 
service. 

In Fig. 1, ntmieral 1 generally shows a digital broadcasting 
svstem 1 according to the present invention. At the transmitting 
^^pparatus 2, music data for^db^^sfi channels fa c:fe »35 > g»^p£ f ff»V3rdo d are 
^^-Compression-encoded using the MPEG2 system and Jtfeaw^-bhe-^ 
^ ^jp&cultat^tct are TS-packetized per the predetermined unit and 

multiplexed, so as to form a transport stream. In addition, in 
this digital broadcasting system, not only the music distribution 
service but also video and audio data of programs such as a film 
and a drama can be compression-coded using the MPEG system and 
transport streams are formed. Thus formed plural transport streams 
are frequency -multiplexed and transmitted. 

^ At thi^ point, ^^^iaifiw- transmitting apparatus 2 inserts a TS 
packet .^Ja^^tg copy control data in a predetermined format into 



the transport stream for the music distribution service. Tl^^ copy 
V ^,,.^-^control data yw taa,^! a o o i f i ' Qd^'mTd : e^^;=ttea first level ^^SFfe prohibits 
.^^^r* the second level jWsaat allows* copy e&ee, and the third level 
allows Q0p¥=^^^^. ^ r ' 



l^i&^^a ^e^r^pi&^& ^ ^^ &i^'^ whi ch are transmitted ^ digital satellite 
broadcasting include cppyright information ^^^m* to prevent 
A, uixLa^tfe5^=:=c Q^^nJE^^ copyri gtat > i^Jid - irf a. a PMT (program map 

tcible) of a transport stream, the copyright information which 

relates to the service is inserted by being added to the contents, 

5 S 
as two descriptor^ DM^copy^control^descriptoij;^ and 

digital copy_control_descriptor ♦ 

The descriptor called DM_copy_control_descriptor includes 

information on analog video output, such as trigger information 

for analog copy guard. In addition, pay-per-tape (service to 

charge every time when recording on a recording medium such as a 

magnetic tape) information is also included. When a user records 

contents which is the pay-per-tape, he should ask and pay 

additional fee to release the analog copy guard. If he does not 

ask, the analog copy guard is not released. 

The descriptor called digital_copy_control_descrptor 

includes CGMS (copy generation management system) information 

which is the same as the aforementioned SCMS and the digital 

output is controlled according to this information. 

A ^ 

*k The CGMS ^ copyright information^ represented by two bits. 



JU- Jghftrs two bits m&ss^ as follows 

^ ^^00" shows that cop^is allowed freely. 

lf\- ^^01'' shows that copY^^is not allowed in CGMS 

A_ ^^10" shows that copv^is allowed only once. 
"11" shows that copy^is never allowed. 
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A Injfcfei® invention, outputs from the plural digital output 
terminals are controlled according to the contents of^ descriptor 
called the digital_copy_control_descriptor, 

/L Tn 1-hi n ^-^^y , ^»=>^^^^i^gTiii rir-^ apparatus 2 transmits a 
diaital broadcasting signal SL^^ conc i cto "of r- thtra ^ frequency- 
multiplexed transport stream via a communication satellite (CS) 3^ 
jua^H*^ transmit tod digital broadcasting signal is ^upplioet to a 
receiving apparatus 5 via an antenna 4 . 

The receiving apparatus 5 selects a desired frequency from 
the received digital broadcasting signal, extracts the TS packets 
having the audio data of a desired tune from the transport streams 
transmitted at the selected channel, and decodes the audio data 
stored in these TS packets for transmission to a speaker 6 and 
also for output to digital recording apparatuses. 7, 8 such as. a MD 

(mini disc) recorder via a digital output terminal (not shown) as 
required. 

In practice, the receiving apparatus 5 is constructed as 
shown in Fig. 2. A front-end unit 10, receiving^e digital 
f^' broadcasting signal SI via the antenna 4 , tunes^a frequency 

(frequency assigned to a transponder loaded on the communication 
satellite 3) based on a channel specification command S2 
transmitted from a control unit 11. Then, it performs, for example, 
QPSK (quadrature phase shift keying) demodulation and error 
correction processing and outputs a transport stream Dl having the 
coded data of the desired program. 
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rr c ufa^na - descrambler 12 sequentially descrambles the 

encrypted TS packets using a decryption signal S3 which is 
obtained from the control unit 11, and transmits the descrambled 
transport stream D2 to a demultiplexer 13. 

The demultiplexer 13, receiving a control signal S4 
corresponding to a program specified by the user from the control 
unit 11, extracts TS packets D3 having the audio data of the 
specified program and a TS packet D4 having the copy control data. 



^ BJid transmits the TS packets D3 to an audio decoder 14 ^^^^ 

the TS packet D4 to the control unit 11. Note that, in the case 
where the selected program is a film, drama, or news, TS packets 
having video data are also extracted and supplied to a video 
decoder not shown. 

^ in the extracted TS packets transmits tt> fc o^ to a D/A 

(digital /analog) converter 15, an input terminal 16A of a switch 
16 and an input terminal 17A of a switch 17, according to a 

^^contjrol signal S5 which is ^s ^t a i m^ from the control unit 15, 

The D/A converter 15, after converting the resultant audio 
data D5 to analog data, transmits this to the externally connected 
speaker 6 (Fig. 1) via an analog output terminal 18 as an analog 

^ audio signal S6. As a result, the speaker sound based on 



this analog audio signal S6^^ 



^ r m^ 4 J i ij ■ o L hc uu k uO J^ Ottj ' " U iiii^ control unit 11 extyj^^^gy^^^*^^^-*- 

^^^^data Dccx included in the supplied TS packet D4^.^-5A*^Gp»& if the copy 
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control data Dcci belongs to the first level that prohibxts copy, 
/^K the second level that allows gejjgp^onrlY-^once , or the third level 
,yi-that allows ,«^S^^ee4y, and transmits switch sxgnals S7 and 58 to 
^ the switches 16 and 17 respectively according to the ^^^^^^ 

^^^^^^^^ a^ifi/^ jUr^u./^^ 

^ " In^ thAiO -- tm tie^^ whc^ . the control unit 11 ^J**^^ that the 
decoded copy control data Dcci is the third level, the control unit 
^ 11 connects switches 16 and 17 to ON conditions. ^.4^F=e5er"«?^^==fca:a^ 
3^ the copy control data Dcci is the first or the 

second level, it connects either the switch 16 or 17 specified by 
the useir to ON condition. 

At the time when the switch 16 is ON condition and the 
switch 17 is OFF condition, the audio data D5 supplied from the 
audio decoder 14 is supplied to a first format processing unit 19. 
This first format processing unit 19, after converting the audio 
data D5 to the predetearmined format according to the IEC958 for 
excunple, transmits this to a first information adding unit 21 as 
first audio data D6. 

Th^^ first information adding unit 21, after adding the copy 
control data Dcci to the first audio data D6, transmits this to the 
externally connected digital recording equipment 7 (Fig. 1) via a 
digital output terminal 22^^ 

-n'^y-a^g^ -trfJJ Ateia^l iaH ij l / "i- u - the case - y4 »g«o. -te^ switch 16 is^OFF 
condition while the switch 17 i^ON condition, the audio data D5 
supplied from the audio decoder 14 is given to the second format 
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processing unit 20. This second format processing unit 20, after 
converting the audio data D5 to the predetermined format according 
to such as the IEEE1394, transmits this to a second information 
adding unit 23 as the second audio data D7 , 

Thife second information adding unit 23 at» .uU/ w n'ilj nn addi>n g> 
^ the copy control data Dgci to the second audio data applies 
encryption processing to the second audio data D7 only when the 
copy control data Dca shows the first or the second level . -Anel 




Lr| This encryption processing is based on the standard called 5CDTCP 

and is to protect copyright at the time of transmitting digital 
content data such as audio and video in the IEEE1394* 

In this way, the first or the second audio data D6 or D7 to 
^ ^hich the copy control data is attached is ^r^supplied to 

either digital recording apparatus 7 or 8 which is specified by 
the user. Thus, in the digital recording apparatus 7 or 8, the 
first or the second audio data D6 or D7 can be recorded on the 
predetermined recording meditmi (not shown irfn^g^g^ ) under the 
condition in which copy restriction is imposed in the form of the 
level of the copy control data Dcci-^ 

ie^i i 'iL; Lj- uc ti - on described c±>ove , j»rti > thiag^ 
when the audio data D5 of a program 
specified by the user is not allowed to be copied or is allowed to 
be copied only once according to the copy control data Dccif the 
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first or the second audio data D6 or D7 is transmitted to either 
the digital output terminal 22 or 24 which is specified by the 
user out of two digital output terminals 22 and 24 . 

Accordingly, the receiving apparatus 5 can supply the first 
or the second audio data D6 or D7 to which the copy control data 
Dcci is added, to either digital recording apparatus 7 or 8 which 
is specified by the user. As a result, in the digital recording 
apparatus 7 or 8, copy restriction based on the copy control data 
Dcci can be imposed. 

According to the foregoing construction, in this receiving 
apparatus 5, only when the copy restriction based on the copy 
control data Dcci exists, audio data D5 (D6, D7) is output 

Q together with the copy control data Dcci to either digital output 

2 terminal 22 or 24 which is specified by the user. Therefore, copy 

;3 restriction can be imposed at the digital recording apparatus 7 or 

-3 8 connected to the digital output terminal 22 or 24. And thereby 

the execution of unlimited dubbing can be avoided in advance. 
^ «^^te»*fetts&V jthe embodiment described above has dealt with the 

case of converting the audio data D5 (D6, D7) to which the 
predetermined copy control data Dcci to be supplied is added, into 
plural formats (formats corresponding to interface of the IEC958 
and IEEE1394) and outputting them. However, the present invention 
is not only limited to this but also these may be converted into 
the format corresponding to the interface which is used in various 
other digital data. 
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Further, the embodiment described above has dealt with the 
case of applying the audio data D5 as the digital data to be 
Xr supplied. However, the present inven tion^.jgs=R Ot ^ onlg^ imx ^ dr==feO' 
^ Y V ) ^ ] Mil r-p^HT'===^ t>e y^^^sSr applied to i*aa5ie»s^ digital data 

such as digitalized video data. 

Furthermore, the embodiment described above has dealt ^with 
the case of applying the digital output terminal 22 based on the 
IEC958 and the digital output terminal 24 based on the IEEE 1394 as 
the plural output terminals for outputting the supplied audio data 
^^r^ D5. However, the present invention i?i^-*«rf:SQ33^F^ 
^ ^^^^ output terminals based on the IEC958^«M^^^ 

,pgiQMaa^,^4rfa«atefe ^rM^ apparat ^ OT ^ ^a ^ ndt^^^^■^^^ 
^^^P33J; ct:^^^ based on the iEEE1394 ^^Qas5==^==i5»s^^ted . 

Furthermore, the embodiment described above has dealt with 
the case of applying the control unit 11 as the control means for 
controllingjl^output of each output terminal according to the 
contents of copy restriction based on the copy control data Dcci- 
However, the present invention is not only limited to this but 
also, in short, provided that the audio data D5 (D6, D7) can be 
output via only one digital output terminal 22 or 24 which is 
specified out of the plural digital output terminals 22 and 24 
when it is ^^^d that the copy restriction is imposed, control 
means having various other constructions can be used as the 
control means . 

In this case, as a method to specify a digital output 
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terminal alternatively, the first format processing unit or the 
second format processing unit can be stopped, in addition to the 
case where the switches 16 and 17 are switched so that one of them 
is switched ON. 

Furthermore, in the aforementioned embodiment, the copy 
restriction based on the copy control data Dcci is classified into 
three: the first level that prohibits copy; the second level that 
allows copy once; and the three level that allows copy freely* 

O 

y3 However, the present invention is not limited thereto and a level 

£ that allows copy plural nxamber of times (twice or more) can be 

01 provided between the second level and the third level. 

Furthermore, the embodiment described above has dealt with 
the case of applying the data processing apparatus according to 
ilJ the present invention to the digital CS broadcasting using the 

S communication satellite 3, However, the present invention is not 

Q only limited to this but also it can be widely applied to various 

broadcasting systems such as the digital terrestrial wave 
broadcasting and CATV (cable television) broadcasting. 

Furthermore, the embodiment described above has dealt with 
the case of applying the MD recorders as the digital recording 
apparatus 7, 8 connected to the digital output terminals 22, 24 
provided in the receiving apparatus 5. However, the present 
invention is not only limited to this but also it can be widely 
applied to the recording apparatus capable of recording various 
digital data such as a rewritable optical disc apparatus and 
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digital VTR. 

According to the present invention as described above, since 
the control means for controlling the output of each output 
terminal in order to output digital data only via one specified 
output terminal out of plural output terminals according to the 
contents of the copy restriction based on the control data is 
provided, the digital data can be prevented from being output via 
plural output terminals when the control data shows the copy 
restriction. And thus, a data processing apparatus capable of 
conducting the data control certainly can be realized. 

Furthermore, according to the present invention, in the data 
processing method, by controlling each output system in order to 
output the digital data via only one specified output system out 
of plural output, systems according to the contents of the copy 
restriction based on the control data, the digital data is 
prevented from being output via plural output systems when the 
control data shows any copy restriction. And thereby, the data 
processing method capable of conducting the data control certainly 
can be realized. 

Industrial ^plic&bility 

The present iJwjQnti^n is utilized for a data processing 
apparatus and data pSocessing method which are to externally 
output digital data w^h predetermined control data to be supplied 
via plural output systems . 
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